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Abstract

There is an urgent need for transparent and comprehensible
detection systems due to the growing opacity of machine learning
models in security operations centers (SOCs). In order to convert
“black-box” machine learning detections into threat intelligence
that can be understood by humans, this study presents a
preliminary version of the NOHI (Neuro-Ontological Hybrid
Intelligence) framework. Our method combines a formal
cybersecurity knowledge base with a Random Forest classifier in a
synergistic manner. The systematic alignment of detection outputs
with the MITRE ATT&CK framework is a significant contribution of
this work [1]. The system gives analysts instant operational context
by mapping statistical anomalies to standardized tactics and
techniques (e.g., T1498.001 for DDoS attacks). Validation was
performed using 5,000 network traffic samples from a controlled
dataset [2]. In addition to producing detailed risk assessments
and practical mitigation strategies, preliminary results show an
impressive detection accuracy of 98.1% [3]. Our hybrid
architecture guarantees logical traceability by basing decisions
on well-established domain knowledge [4], building upon our
previous work on neuro-ontological hybrid frameworks [5]. This
study lays the groundwork for future improvements in real-time
computational efficiency by confirming the architectural viability
of reliable Al in cybersecurity.
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