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Abstract

In their seminal work [1], Boneh and Durfee introduced
a small private exponent attack on the RSA
cryptosystem by solving the key equation $ed - k(p -
1)(q - 1) = 1%, and proved that RSA can be broken
whenever the private exponent satisfies $d <
N~{0.292}$. Notably, more than twenty-eight years
later, no subsequent small private exponent attack has
improved this bound. In this paper, we demonstrate that
if the prime factors share a portion of their most
significant bits, then a stronger bound exceeding
$N~{0.292}$ can be achieved; moreover, under these
conditions, the RSA primes can be recovered in
polynomial time.
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